Meponpuamusa no npogpunaxkmuke XumieHuii OEHEHCHHIX CPEOCH 8 ZPANHCOAH,
COBEPULEHHBIX C UCNOTBb306AHUEM UHPOPMAYUUOHHO-METEKOMMYHUKAUUOHHBIX
mexHo02uu

Cdepa nHPOpPMAITMOHHO-TEIIEKOMMYHUKAIIMOHHBIX TeXHOoJIOTHiA (1anee mo Tekcty UTT) 3arparusaer
Bce cephl )KU3HA COBPEMEHHOTO 001iecTBa. KomnuecTBo npecTynieHnii, COBEpIIaeMbIX C HCIIOJIb30BaHHEM
WUTT, HEyKIIOHHO pacTeT, METOJbl, CIOCOObI M CpPEACTBA MX COBEPILUEHUS CTAHOBSTCS BCE CIOXKHEE U
M30IpPEHHEE.

Taxk, B 2022 roay noapazaenenusimu OBJ] BoisiBneno 6osee 100 ThiC. mpecTyIIeHUH, COBEPIIEHHBIX C
ucnonb3oBanneM UTT, B chepe xommbproTepHO MHPOpPMAIIUK, ¢ UCHOIb30BaHuEM ceTn «MHTepHEeT», a
TaK)Xe C UCMOJIb30BAaHUEM CPEICTB MOOUIILHOU CBSA3H.

Bonpocsl, cBsazanHble ¢ ucnois3oBaHuemM WTT Ha 3aKOHOJATEIBHOM YpPOBHE pETYJIHUPYIOTCS
®enepanbHbIM 3ak0HOM OT 27.07.2006 Ne 149-®3 «O06 nndopmaruu, vHGOPMAIIMOHHBIX TEXHOJOTUSAX U O
3amuTe MH(OpManum». 3aKOHOJATENbHbIE aKTbhl, pa3pabOTaHHbIE HAa €ro OCHOBE, B LEJIOM IO3BOJISIOT
PockomMHaa30py BO B3aMMOJAEWCTBUM C OMNEPATOpPaMU CBSI3M M OpPraHU3aTOpaMU PaclpOCTPaHEHUS
nH(popMalnHy, OCYIIECTBIATh BeleHne «EquHOro peectpa TOMEHHbIX UMEH, yKa3aTeleld CTpaHUI] CaiTOB B
UTT cetn «IHTEpHET» U CETEBBIX aIPECOB, MO3BOJISIOMNX HACHTH(PUIIUPOBATEH CAalThI B ceTh «HTEpHETY,
cojiepxarniue nHGOpMaIIIio, pacpocTpaHeHne KoTopoit B Poccuiickoit denepariuu 3anpemieHo.

[Ipunarne ®@enepanpHoro 3akoHa oT 27.06.2018 Ne 167-D3 «O BHeCEeHMHM U3MEHEHUN B OTJIEIbHBIC
3aKOHO/aTeNbHbIE aKkThl P® B YacTW NPOTHUBOACUCTBUS XWIIECHUIO JEHEKHBIX CPEICTBY», IO3BOJIIII
KpeIuTHO-(HWHAHCOBBIM OPTraHU3AIMsIM CBOEBPEMEHHO OJIOKMPOBATh HE3aKOHHBIC TPAH3aKIIUH, BO3MEIIATh
yiep0 OT HUX.

B cootBercTtBuM ¢ DenepanbHbiM 3akOHOM OT 23.04.2018 Ne 111-®@3 «O BHECeHMM M3MEHEHUU B
VYronoBHbI kKogeke PDy, yxecToueHO Haka3aHWE 3a XHUIICHUE JACHEKHBIX CPEICTB C OAHKOBCKOTO cUeTa
WJIY DJIEKTPOHHBIX JIEHEXKHBIX CPEACTB.

[Ipn sTOM HMMeromMecss HOPMAaTHBHBIE NPABOBBIE AKTHI HE B IOJHOM Mepe IMO3BOJISIOT pellaTh
nocrasieHHbie nepeq MB/I Poccuu 3agaun.

Tak, mepBU4HBIM ciocoO0M OOpBOBI ¢ TIpecTynmHOCThIO B chepe UTT sBasercs ee mpodunakTuka,
KoTopass OepeT CBOoe Hauyajga C MpaBWUJ MOBEIEHUS TpakJaH, B OTHOLIEHHUH KOTOPBIX MPOUCXOISAT
MormeHHndyeckue nericteus B cepe UTT. M3yuenue BuaoB mpectynmHoit nestenbHocTH B chepe UTT,
METO/IOB UX COBEPIICHUS], METOI0B JOCTIKEHUS LEJIM U 0OMaHa, U3y4eHHe METOUK U IIPABUII MOBEICHUS
rpaxaaH Opu OOUICHUH C NPECTYNHUKAMHU, MO3BOJUT MPO(PUIAKTUPOBATh YKa3aHHOE HampaBeHHE
MIPECTYIMHOW JIEATEIbHOCTH U MPECeUYb HACTYIIJICHUE BPEIHBIX MTOCIEICTBHII.

HaubGonee pacmnpoctpanennble Buibsl MolneHHudectB B chepe HTT, a Ttakke mnpuszHaku
MOIIEHHUYECKUX CXEM:

1) mpuoOpereHue TOBapoB M ychnyr mocpeiactBoM cetu «Mutepuer». Ilpumep: co3maercs caiT-
«OJJHOCTPAHUYHUK», HA KOTOPOM BBIKJIQJIbIBAIOTCSA TOBAPhl OJTHOTO BU3YAJIbHOTO MpU3HaKa. LleHa 3a ToBapsl
BeCbMa TIpUBIIEKaTeNbHAsI, HIDKe cpeaHepbiHOYHOW. [Ipm odopmienun 3akaza Bam mnpeanararor
OCYILIECTBUTB JINOO MPEIOTIaTy Ha KapTy OaHKa WU STHIEKC.KOLIENEK, IN00 OMIAaTUTh 3aKa3 «HAJI0KEHHBIM
wiarexxom». [IpucyTcTBre BO3MOKHOCTH HAJIOKEHHOTO IJ1aTeka 00BIYHO CHIDKAeT OuTensHocTh. OnHaKo,
CTOUT TIOMHHUTbH, YTO TPH TMOJYYeHHUU TOCHUIKH (ToBapa) B oraenenun «lloura Poccum» BbI cHauana
OIUIAUMBAETE HAJIOKEHHBIM IUIATEXK, KOTOPBIA BO3BPATYy HAa MECTE€ HE MOMJIEKHUT, a YK€ IMOCIE MOXKETEe
BCKPBITh YNAKOBKY MOCBUIKUA. 3a4acTyl0 BMECTO OIUIAYEHHOTO TOBapa B MOCBUIKE MOTYT HAaXOJUThCS
MpeIMEThI, KOTOpPbIE HE MPEJICTABISIIOT [EHHOCTH (JOCKH, KUPIHUYU M WHBIE MPEAMETHI), THO0 TOBapHI,
CTOMMOCTb KOTOPBIX HU3Kasl, OTHOCUTEIHLHO CTOMMOCTH 3aKa3aHHOT'O TOBAapa.

[Ipu3Haku MOIIEHHUYECKOW CXEMbl Ha calTax: OTCYTCTBHE OT3bIBOB MOKYyMaTelied, MUHUMAJIbHBIN
uHTepdeiic, CKyIHbIe KOHTAKTHBIE TaHHBIE, IEPETMCKA BEETCS C SJIEKTPOHHBIX TOUTOBBIX SIIIUKOB.

[TogoGHBIE MOIIIEHHUYECKHUE CXEMBI MOTY OCYIIECTBIATHCS U TIOCPEACTBOM Telle(hOHHBIX 3BOHKOB C
pPa3IMYHBIX HOMEPOB, 3a4acTyl0 CTAallMOHAPHBIX. 3BOHSIIUN MPEICTABISAETCS COTPYIHUKOM HHTEPHET -
Mara3uHa, MpejajaraeT Ha BBITOJHBIX YCIOBHSIX MPHOOPECTH TOBAp, a TAKKE TOBOPHUT O TOM, YTO BBI yXkKe
0o(OpPMIISIIM UHTEPHET-3aKa3bl 'y BaC CKOTUICHO OTMPEAETICHHOE KOJUYECTBO MOAaPOUHBIX 0AllIOB, 3a CUET
KoTopbIx Bam obecrieuena ckuika OT CTOMMOCTH.



2) IlpuseiB o momomu. Ha wWHTEpHET pecypcax 3I0YMBIIIICHHUKAMU DPa3MEIIAeTCs JIOXKHAas
nHpOpMaIKA 0 HATUYHH 3200JIeBaHHs Y OECITOMOIIHOTO JIMIIA, U YTO HEOOXOIMMO JIOPOTOCTOAIIEE JICUCHHE.
B cBs3u ¢ yem Bac mpocsT oka3aTh 0JIarOTBOPHUTEIBHYIO TOMOIIb, ITyTEM MEPEBO/IA JCHEKHBIX CPEJCTB Ha
cueTa 0aHKOBCKHX KapT, TMO0 HHBIMU CIIOCOOAMHM AJIEKTPOHHBIX IJIATEXKEH.

Koneuno GBIBaIOT JKM3HCHHBIC CUTyalluU, KOr'Jda HOI[OGHBIC IPU3BIBBI K OJ1ar OTBOPUTCIILHOCTU
I[GﬁCTBI/ITCJII)HO MOTYT IIOMOYb CHACTH XHU3Hb KOMy-J'II/I60, OJIHaKO, HpCKAC 4YCM IHPUHATH HOIIO6HOC
penieHre oOpaTHTe BHUMAHUE Ha CIICIYIOMISe: Pa3MEIICHBI JIM KOHTAKTHBIC JaHHBIC POJICTBCHHUKOB MU
pO[[I/ITCJIeI\/JI JMna, KOTOpOMY HY)KHA IOMOIIb, COBHAAAIOT JIM MX JAHHBIC C JAHHBIMU BJIAJCIIBLICB KapT.
[1o3BOHUTE MO yKa3aHHBIM KOHTAaKTHBIM HOMEpaM, a €Ille JIy4lle MONpoOyiTe HAalTH UX B COLUATbHBIX
CeTSX.

3) 3BOHOK OT pPOJCTBCHHUKA, MoOMaBinero B Oemy. Pa3zgaercs 3BOHOK ¢ HEM3BECTHOTO HOMEpA.
ToBopsimuii, amanTUpPysICh MO CHTYAIHH, 3JI0POBACTCS, U TOBOPHUT «3TO si». JKepTBa, cpa3y acCOIHMHPYS
M0/ICO3HATEIHFHO TOBOPSIIIETO C KEM-TO, KOTOPOTO OHA HE Y3Haa, BITACTCS Y3HAThH M B UTOT'C HA3BIBACT UM
OJIM3KOTO YeI0BeKa. 3JI0YMBINIUICHHUK, MTOJIB3YSCh CUTYaIHeH, COTJIANIAeTCs ¢ TEM, YTO UMS TPUHAICIKUT
€My, IOCJIC UCro, HaJlaAuB IICUXOJIOTHYECKUN KOHTAKT C )KepTBOi/JI, HAa4YMHACT paCCKa3bIBATb UCTOPHUIO O TOM,
yTo OoH nonai B 6exy (A TII, moman B monuiuio 3a mpecTyIuieHne, KOTopoe He coBepinal, u T.j.) [Ipu stom
3a4acTyl0 K pasroBOpy IMOJKIIOYAETCS €ro COOOUIHHK, IPEICTABISACH KAKHUM-THOO COTPYIHHKOM
TOCCTPYKTYPhl M TOJTBEPXkKIAET pacCKa3aHHYI HCTOpHIo. [lociie Yero «mceBIOpOJCTBEHHHK» TPOCUT
IEPEBECTU JCHCKHBIC CPEACTBA, SIKOOBI IJId BbIXOJia U3 CUTyalluu U €ro OCB060)KI(€HI/I$I.

B cnoxusmieiicsa CUTYyallHu BbI JOJIKHBEI Cpa3y IIOMHHUTH O TOM, YTO HO}IO6HBI€ BUAbI MOIIICHHUYCCTB
CYIIECTBYIOT, U Cpa3y *e 3a7aTh rOBOPAIIEMY JIFOOOH BOMPOC, CBA3aHHBIA C BalllUM 3HAKOMCTBOM H T.II.
Ecnu roBopsmuii meITaeTcsl 3amyTaTh BaC MU HE MOXKET OTBETUTh KOHKPETHO, TO Cpa3y ke MpeKpaTuTe
pasroBop, 1a0bl UCKITFOYUTH MICUXOJIOTHYECKOE BO3/IeiicTBHE Ha Bac.

4) 3BoHOK OT paboTHHMKAa OaHKa (TpeACTaBUTENS CIIYyKObI Oe3omacHOCTH). Pasmaercss 3BOHOK C
HE3HAKOMOT0 HOMepa. 3BOHALIUI YBEPEHHBIM I0JIOCOM IpPEACTaBisIeTcsd paOOTHUKOM OaHKa (B OCHOBHOM
HaszeiBaeTcs [TAO «COepOaHK»), YBEpEHHO YTBEpXKIas, UTO KEPTBA SBIACTCS KIMEHTOM OaHKa, M 4TO B
OTHOIIEHUH HEro MNPOUCXOAAT MOIICHHMYECKUE NEHCTBUI, Hampumep, MOCTYNWIa 3asBka B OaHK Ha
CIHMCaHME JEHEeKHBIX cpelIcTB. [Ipu 3TOM roBopsIuii 3a1a€T HEOTHOKPATHO BOMIPOCHI: MPOU3BOAUIIH JIU BBI
MIEPEBO/IbI ACHEKHBIX CPE/ICTB, OIJIAUUBAIIH JIM BBl TOBAPhI Yepe3 CETh HMHTEPHET, CHUMAJIU JIU BbI ICHE)KHbBIE
cpencTBa ¢ 0aHKOBCKOH KapThl B rocieaHee Bpems. XKepTBa, Oylyun BBeIEHHOM B 3a01yK/IeHIE, HAYMHAET
OTBeuaTh Ha BOIpPOCHl. HanmanuB MCHUXOJOTMYECKUH KOHTAKT C KEPTBOW, MOUICHHHK, MOJ MPEIIoroM
MpeceyeHns] MOIICHHUYECKUX ACWCTBUIM M BO3BpaTa SKOObI MOXMILEHHBIX IEHEKHBIX CPEICTB, MPOCUT
Ha3BaThb HOMEp KapThl >KepTBbI, naTy Bbimycka 1 CVC koj, yka3aHHBbIH Ha 0OOPOTHOM CTOPOHE KapThl.
Ob6nagas yka3aHHOW WH(pOpPMAIME 3JIOYMBIIUICHHUK C JIETKOCTbIO, MPH TOMOIIU JIETUTUMHO
CYIIECTBYIOIIUX CHUCTEM OJJIEKTPOHHBIX IUIATEXKeH, MOXKeT OeclnpensiTCTBEHHO MOXUTUTh CO CYeTa
0aHKOBCKOM KapThl IcHEXKHbIE cpesicTBa. Kpome Toro, uHOT 1A, MpH MepeBoAax ¢ 0aHKOBCKHUX KapT Ha HOMEP
TerneoHa KEPTBbI MPUXOAAT OT OaHKa CMC-KOJbl, MOITBEp)KIAIONINe TMepeBobl. JlaHHBIE KOJIBI
3II0YMBIIIJICHHUK TaK)Xe MbITAaeTCI 0OMaHHBIM ITyT€M BbIMAHUTh.

5) 3BOHOK OT COTpYAHUKA TOJUIMHM (CICICTBEHHBIM KOMUTET, MPOKYparypa). 3BOHSIIUI
MIPEJICTaBISETCS COTPYAHUKOM MTPABOOXPAHUTEIBHBIX OPTAHOB U T.J. TIOCTIE YETro pazbsACHAET HHPOPMAITIIO
0 TOM, YTO IO MACHOPTY MOTEPIEBIIETO B KaKOM-IHO0 cyObekTe PD MOIIEHHUKH MBITAIOTCS 0(QOPMUTH
KpeAuT, TpH 3TOM Ha3biBaloT JoxHble PHO ¢ Bompocom, 3HAKOM U Takoe moTepnenimiemy. [lpu
YCTaHOBJICHHUH KOHTaKTa C TOTEPIEBIIMM, 3JIOYMBIIIEHHUKA TMPOCIT TMPOU3BECTH Pa3IUYHbBIE
MaHUIYJSIUN: 0QPOPMHUTH KPEAUT B OHJIAH-KaOMHETE M OCYIIIECTBUTH UX MEPEBOJI HAa HOMEpa Tene(OoHOB U
OaHKOBCKUX KapTa, MEPEBECTH JTUYHbIE COEpEeKEeHHUsl Ha Te )K€ HOMepa Tene(OoHOB, HA3BaTh pa3IMUYHBIC
MapoJIH, MEPEUTH MO CChUIKAM U T.JI.

Takke MOIIEHHUKA MOTYT 3BOHHUT MOJ JIMYMHON COTPYTHUKOB NMPABOOXPAHUTEIHHBIX OPraHOB U
MPOCUTH TIOTEPIIEBIINX MTOYYACTBOBAThH B 33J/IepyKaHUN MOIIEHHUKOB, KOTOPBIE MBITAIOTCS TOTYYUTh JOCTYII
B cUeTaM MOTEPHEBIIUX, I ITOTO MPOCSIT MEPEBECTH BCE CBOM JICHEKHBIE CPEICTBA HA CTOPOHHMI CUET,
aK0OBbI 3aMOPO3UB YKa3aHHYI0 CyMMYy, oOellasi, 4YT0 yKa3aHHbIE NEHEKHBIE CPEJCTBAa BEPHYTHCS HA CUET
MOTEPIEBIINX CITYCTS KaKOe-TO BpeMsl.



B yka3aHHOH BBIIIIE CUTYallMH HY>KHO TIOMHHTb, YTO paOOTHUKM OaHKa WM COTPYIHUKH MOJIUIIUN HE
OCYIIECTBISIOT MOOOHBIX 3BOHKOB. [laske ecin Bam 1mo3BOHHUT pabOTHUK OaHKa, TO OH B IPaBe TOJIBKO
nonpocuTh Bac 3a0mokupoBaTh Bamry KapTy M oOpartutcs B Ompkaiimiee otraeneHue Oanka. JlaHHbie
0aHKOBCKOM KapThl, TAKKE Kak HOMEP KapThl, a yxk TeM Oojee koa CVC nepenaBaTh KOMY-JIMOO 3alpeIIeHO,
Y HUKTO HE BIIPaBe y Bac ero TpedoBath.

6) IIpnoOpeTenne ToBapoB Ha caiiTax 0ObsIBIEHHUHA (ABUTO | T.1.), 3aKa3 JOCTaBKU 4ero-aubo depes
cepBuchl «bnabnakapy. [loTeprieBmmii caM HHUIUUPYET 3aKa3 TOBAPOB WIIH YCIIYT, IIPH 3TOM IIpH Oecesie co
3TIOYMBIIIJICHHUKOM TIEPEXOIUT [T OOILICHNUSI B MHBIE CEPBHCHI, Takue Kak «BaTcAmy, « TenerpaMmm» u T.11.
Vike B yKa3zaHHBIX CEpBUCAX 3JI0YMBIIUICHHUK JIMOO MPOCUT NMEPEBECTH NMPEAOIUIATy 32 TOBAPHI U YCIYIH,
100 MPUCHIIAET CCHUIKY SIKOOBI CEpBHCA IO MEPEBOAY IEHEKHBIX CPEJICTB, 3a4aCTYIO C JIOTOTHIIAMHU «ABUTO
oIIaTay, Mociie 4ero MOTEPIEeBIINHA MEPEeBOJUT JICHEKHBIE CPEICTBA, HE TONydas MPHU 3TOM 3aKa3aHHBIC
TOBapbl WM ycInyrd. Taxke UMeNu MecTo OBITh Ciydad, KOTJa MpPH BBOJIE JAHHBIX OAHKOBCKOW KapThI
MOTEPIIEBIIIETO B BBHICIIAHHON €My CCBHIIKE, ICHEKHBIE CPEJICTBA HAUMHAIIM CITUCHIBATHCSI aBTOMATHYECKH B
pa3HBIX CyMMax, He 3arpaiirBas Py 3TOM KaKHe-THOO MOITBEPKAAOIINE KOIbI.

7) 3BOHOK OT OAaHKOBCKOW OpraHu3aiu ¢ poOOTU3MpPOBaHHBIM TekcToM. [loTeprieBiemy pasnaercs
3BOHOK C poOOTH3MPOBAHHBIM TEKCTOM O TOM, YTO TIOJIaHa 3asiBKa B OaHK Ha MMEPEeBOJ, MO0 Ha MOJTyYECHHE
KpenuTa Ha BHYIIUTEIBHYIO CyMMa. B 3TOT MOMEHT He KOHKPETHU3HpYeTCs HH OaHK, B KOTOPOM IOJIaHa
3asBKa, HH JJaHHBIE TIoTepreBIero. [locie moo0HOTro 3BOHKA pa3aeTcst 3BOHOK YK€ OT SIKOOBI COTPYTHUKA
0aHKa, KOTOPBIA YK€ JaeT TMOTEpPIIEBIIEMY YyKa3aHWs, KaK BBINTH W3 CUTYallW, NMPHHYXAAs TepenaTh
MIEPCOHANILHBIE JIaHHBIE, JTUOO OCYIIECTBUTH TEPEBOJ JICHEKHBIX CPEJACTB. B NaHHOW cHUTyanuu HYXHO
MMOMHHUTb, 4YTO OAHKOBCKHE DPAOOTHHKH MOTYT 3BOHUTH KJIMEHTaM OaHKa TOJIBKO C YBEIOMHUTENbHOM
nHpopmaneld, HUKaKUX IEpEeBOJOB B Tele(OHOM peXUME OCYIIECTBUTH HE BO3MOXKHO. B ciyudae
MOJTy9YEeHHUsT T0I0OHOTO 3BOHKA CTOWT, TIPH BOSHUKHOBEHHH COMHEHUS, 00paTUTHCS B OaHK.

Oco6oe BHMMaHHE MpPOILYy YAEIUTh MH(OPMAIMKM O BO3MOXHBIX MOIIEHHUYECKUX ACHCTBUSAX MPHU
MIOMOIIIX TOJIOCOBBIX IOMOIIHUKOB B YIIPaBICHUN OAHKOBCKUMH CUETAMU.

Ecnu Bam 3BOHAT M IpOCST OTBETUTH Ha BOIIPOCH! (PpazaMu «1a» WIH «HET», TO €CThb BEPOATHOCTh
TOr0, 4TO B 3TO BPEMs MPOMCXOIUT B3JIOM Ballero OaHKOBCKOIO cYeTa MPH IMOMOIIM T0JIOCOBOTO
yIpaBJICHUS.



